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Note: Attempt any three questions including Q.nol which is compulsory.
F Internal choice is indicated,

Ql  Explain following in detail:- (5x5=25)
a) What is the difference between a block cipher and stream cipher?
b) Explain Hash function be applied to a Message?
c) Explain the Smurf attacks?
d) Define Trojan Horse, Worms & Bacteria?
e) What is Packet Filtering Router? |
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UNIT-I |

Q2 a) Discuss the Confidentiality and integrity Information Security. (8) |
b) How to prevent the Unauthorized Access control system? (8) '

¢) What does non-repudiation mean in security? Differentiate between integrity |

and non-repudiation? Why non-repudiation is important (9) |

OR !

Q3  Define the following question: 5
a) Plain Text & chipper Text (8 r

b) Symmetric Cipher Model (8 f

c) Trap Doors (9) 1'
UNIT-II !

Q4 a) What are digital signature? How they work? How they are created?  (8)
b) What is the purpose of digital signature? What requirements should a digital
signature satisfy? (8)
c) What requirements must a public key cryptosystems fulfill to be a Secure
algorithm. (9)
OR

QS5 a) Whatis the principle of RSA algorithm? Is RSA algorithm secure? Justify
and mention the advantages of RSA algorithm. (8)
b) Write the RSA algorithm perform for the following p=3; q=11; e=7; m=5. (8)
¢) What are three broad categories of applications of public key cryptosystems?

(%)

UNIT-III

Q6 &) Explain the Teardrop attacks with relation to security floats, (8)

b) Explain the virtual private Network Technology. (8)

c) Explain SNMP protocol in detail. (9)

OR

Q7 &) Write short not on TCP session hijacking, (8)
b) What parameters identify a security associations and what parameters

characterize the nature of a particular SA? (8)

¢) Explain Secure Socket Layer in detail (9)

UNIT-IV
Q8 a) Discuss various types of Firewall at differe
: ‘ all ¢ nt layers of TCP/Ip

with thex'r advantages and disadvantages. ’ R t;l:)ng

b) Differentiate between packet filtering router and proxy. (8)

Q) What are Content Filters? Explain its necessity? (9)
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